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ABSTRACT

A blockchain system developed for crypto-currency has attractive characteristics, such as de-centralization, distributed
ledger, and partial anonymity, making itself adopted in various fields. Among those characteristics, partial anonymity strongly
assures privacy of users, but side effects such as abuse of crime are also appearing, and so countermeasures for
circumventing such abuse have been studied continuously. In this paper, we propose a machine-learning based method for
classifying smart contracts in Ethereum regarding their functions and design patterns and for identifying user behaviors
according to them.
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Table 2. Classifier Accuracy Score

Classification Acc. Pre. | Rec. | Fl-s.
Category 0.9223 1 0.9694 | 0.8780 | 0.9152
DPT |0.9874 | 0.9924 | 0.9655 | 0.9783
DPA |0.9371 | 0.9314 | 0.9397 | 0.9349
Oracle | 1.0000 | 1.0000 | 1.0000 | 1.0000
Random | 1.0000 | 1.0000 | 1.0000 | 1.0000

P]:;(Etséfr?s Vote | 0.9937 | 0.9968 | 0.9967 | 0.9599
Time | 0.9434 | 0.9968 | 0.9967 | 0.9959
Kill | 0.9497 | 0.9156 | 0.9156 | 0.9156
Fork | 1.0000 | 1.0000 | 1.0000 | 1.0000
Math | 1.0000 | 1.0000 | 1.0000 | 1.0000
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Table 3. Category Classification Result

Category Contracts Ratio
Financial 22,901 0.8382
Game 1,279 0.0468
Notary 310 0.0114
Library 248 0.0091
Wallet 148 0.0054
Unknown 2,435 0.0891
Category
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od
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Fig. 5. Category Classification Graph
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category
Financial 1163433 902.0684060 2577.603249 9971581
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Library 0161813 22880100 580.028226 25707
Wallet 10.247289 715320343 704.655405 44194

Fig. 7. Category - Balance & Transaction Count
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